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On the Internet, we constantly 
give away our information

• Filling in forms

• Browse websites

• Watch videos

• Like, comment, interact



Personal data "transfer" is everything we do on 
the Internet

• It's a manifestation of 
digital "work"

• But more 
importantly..... it tells 
people who we 
are.....the type of 
persons we are.... and 
our preferences. 



the current state of the personal data "harvesting" 
system

• is given away (not easily reused, 
unless you keep it on Google, 
Facebook, Amazon or Apple or other 
providers) - often without the right 
to dictate how it is used or reused

• After it is given away, services can 
resell the data in the name of 'better 
service'



And it's now a commodity 

• personal data becomes a 
powerful resource to know 
who we are and to influence 
how, when and what we buy

• It's a commodity not because 
it's precious.....



Unless a market happens, the worth of 
a commodity is unknown

It is a commodity because there is a market for it



The 'secondary' data market
Now thriving with buyers and sellers

Using predictive analytics

Using AI and machine learning

Able to strip personal identifying 
information and 're-identify' you with a 
number or ID through 'very good 
analytics' - therefore it is inferential 
data and can bypass the law (maybe)

Sell on the inferential data for better 
targeting of consumers



The market is after a lot more than "just" personal 
data

• The precious commodity of personal data is just symptomatic of 
the real commodity

• In an era of IoT, personal data would be everything about you

• It is your entire person, in a digital form

• That's the real game, not some scrappy few pieces of personal 
data



And the capabilities are there to do it

Of course, with user consent



The secondary market has 
several negative effects due to: 

Temptation to cheat (long user 
agreements) 

Opacity (no one knows) 
Creep (let's do something else 

with it) 

Because the incentive of the 
market is not aligned with the 

incentive of society



http://www.yorkshirepost.co.uk/lifestyle/personal-finance/your-personal-data-

on-sale-to-scammers-and-cold-callers-for-just-4p-1-8344959



We've seen this before?
• It wasn't long ago that we 

had a secondary market of 
exchanges that didn't involve 
the source that produced it

• Quality was dubious, legality 
was questioned and later 
deemed illegal

• The market for personal data 
is starting to behave like the 
market for contraband - 
laundrying tactics, shady



We all think we know the 
solution 



They think so too



But there's a problem

• Everyone is building a 
personal data store so 
that individuals can 
control how they share 

• But no one is asking the 
big question



Personal data is raw material
Has Value to the person

• Only with services that the 
individual can buy to 
process and use

• (Yes, we're back to the 
theory of the firm)

Has worth to others

• Only when there is a 
market

The value and worth of personal data is dictated by the data 
exchange infrastructure that can bring parties together to 

exchange



How do we share our data 
Who manages the sharing infrastructure? 

Who polices access to our data? 
Where is it sitting on, who runs it, who runs 

the services around it 



All data exchanges sit on a platform
• The data exchange 

infrastructure controls all 
roads to personal data - 
whether you own the data 
store or not

• Who builds that data 
infrastructure. Who builds 
the exchange. Who controls 
it. What is it built on. 

Who paid for 
the road?



Platforms are controlled by whoever funds it



Funding will determine use cases, 
and what is being built

Data stores funded commercially



And then there are these people who also have 
been funding data stores for digital identity



What ALL platforms have in common
• Rules 

• You have to know what is allowed, and what is not allowed 
• Boundary 

• You have to know when you are inside and outside 
• Have public services 

• Shared amongst all 
• Have community services 

• Shared amongst a group 
• Have private services 

• Between people, or for yourself 
• Have an exchange currency (money, labour, digital labour (etc.))



Our society today is 
shaped by platforms

Platform determine our behaviours. Platforms are templates of behaviours



The future of our society will 
depend on who controls the 

personal data exchange 
platform

The multiple stakeholders of personal data exchange 
must collaboratively fund it. Even if the motivation is to

Purpose, Protect and Pimp it for their own goals



Or are we saying that....

All services in the personal data 
exchange system should be 

commercial?



Who funds the future
State

Market
Users

Communities

Personal data exchange belongs to all of us



At the HAT Foundation Group, we believe 
there are some design principles a 

personal data exchange should follow

Based on > £3m EPSRC/RCUK Funding on 
personal data platform design
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1. Personal data exchange platform must 
enable all necessary platform services

• Who is building the public service? (Infrastructure) 

• Who is building the private services (person-to-person data 
exchange) 

• Who is building the community services (groups) 

• Who is building the commercial proposition (market)



2. Even if the personal data stores are built on 
private or corporate clouds, the data exchanges 

should be built on the Internet
• single sign-on through APIs for other Internet services and applications  
• Uses Internet standard protocols that are open and transparent – e.g. JSON 

web tokens, SSL encryption  
• not built on a proprietary system e.g. within a subnet or private networks inside a 

cloud system 
• For transparency, open, decentralised, egalitarian access rights on the Internet 
• Allow community, public and private services to be built and be interoperable, 

instead of only private/commercial services 
• To re-establish trust and transparency the Internet economy



3. Personal data exchange platform has to be 
future proof for all future personal data uses

• One way to future proof personal data exchange is through ownership of data stores 
instead of merely rights, so that custodial and 'super' rights can guarantee future 
access 

• users become stakeholder in their own data, its uses, its quality and as digital assets 
• Bundle of rights under property law 1790, simplified in 1925 

• Right of possession 
• Right of control 
• Right of enjoyment 
• Right of exclusion 
• Right of disposition



4. Data exchanges must be actioned upon by users 
themselves, and without a 'sysadmin' access

• E.g. Containerised, so that the 
individual is legally a data 
controller through the 
‘microservices’, and in some 
cases, a data processor

• For the user to have legal 
standing in the future of the 
Internet 

• So that users are stakeholders 
in the effort of building and 
controlling their own databases



5. Market-making

Allow brand owners (e.g. Banks, Insurance companies) to brand the 
private data account and customise it in the way they want to be 
consistent with their own branding initiatives for their customers for 
their own data exchange use cases



We all believe a PRIMARY market of a 
personal data exchange from source is 
good for the economy, the person and 

society

https://www.hatdex.org/digital-dependency/



What is the killer app that will scale the personal 
data exchange economy

• Pimping? (Get your own data and make money for yourselves) 

• Purposing? (use your own data for yourself - data services for 
individuals) 

• Protection? (my data, my vault)



Multiple roads to  designing, building and scaling a 
personal data exchange and emerge that primary market

The one that succeeds 
will dictate the society 
we become

And we may well be 
funding the next big 
Internet conglomerate
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Join our 

community 

search for us online at 
hubofallthings.slack.com 

request an invite from 
jonathan.holtby@hatdex.org

Subscribe to: 

#madhatters 

register for the weekly 
newsletter 
www.hubofallthings.com 

find us on twitter - search 
#madhatters

Register to: 

#getahat 

download your HAT online for 
free 
www.hubofallthings.com 

find us on the Apple App Store

Get in Touch, Thank you

mailto:jonathan.holtby@hatdex.org

