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Methodology  
In 2015, the NCSR was redesigned to align with the National Institute of Standards and Technology (NIST) 
Cybersecurity Framework (CSF) https://www.nist.gov/cyberframework. The Framework uses existing 
standards, guidelines, and best practices as guidance for organizations to manage and reduce cybersecurity 
risk. Through the realignment of the NCSR to the NIST CSF, MS-ISAC and DHS continue to develop a 
common understanding of the current cybersecurity management practices across SLTT governments. 

 

 
NCSR Maturity Scale  
The NCSR utilizes a maturity scale that assesses how an organization is addressing the different activities 
within the NIST CSF. The maturity scale allows participants to indicate how formalized these cybersecurity 
activities are within their organization by selecting a score of one through seven. Following risk management 
principles, the response framework allows organizations to identify which activities they have chosen not to 
implement because of their own risk assessment.  
 
In order to provide a target for the SLTT community, a team of SLTT cybersecurity professionals developed a 
recommended minimum maturity level as a common baseline for the NCSR. The maturity level uses 
Implementation in Process and Risk Formally Accepted as the recommended minimum maturity level. 
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Question Set  
The NCSR question set was built upon the NIST CSF Core, with some minor alterations. The Core consists of 
a collection of cybersecurity-related activities organized into five main functions: Identify, Protect, Detect, 
Respond, and Recover. Each of the five functions is subdivided into 23 categories and then further into 108 
sub-categories.  
 
The NCSR leverages the 108 sub-categories as the questions for the assessment with the addition of 
questions pertaining to privacy controls. For assessment purposes, the sub-categories provide enough details 
for organizations to identify actionable steps to improve their cybersecurity maturity and the ability to utilize pre-
existing cross-references to best practices, standards, and requirements. 
 

 The function scores are calculated by taking the averages within each function’s categories of the 
NIST CSF.  

 The categories’ scores are calculated by averaging the sub-categories within each category of the 
NIST CSF. 
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** Please note: The Demographic, Privacy, and Post Survey questions are not using the maturity level 

scale. They have their own set of responses to choose from and answer.  

 


