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WHAT IS FIWARE?
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FIWARE Service
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Open Source Technology

Standard Interface (NGSI)



FIWARE Platform
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Modular

Interoperable

Vertical 
Markets

Open Source 
Services
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Action Cluster: 
Green Route – Mexico City



Green Route

MOTIVATION
• Support the mobility of citizens in high

polluted cities, like Mexico City

• Improve quality of life and foster
environmental friendly behaviors

GOAL
• Help the final user determine the best

route to reach a destination

• Take into account the conditions and
external factors
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No One Left Behind event, city

Overview
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Route Planning
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Route Planning: Car + Bike
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Health Profile
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Health Profile
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Stats
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Trials
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University 
Campus

Public 
Transport

• 30+ Routes

• 22 Geographical 
Zones

• Smart Spots in 5+ Bus 
Routes

• Environmental data

• User mobility

• Usage



DATA ENCRYPTION
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Encryption in Smart Apps

• Data must be secured and encrypted to ensure privacy
– Routes

– Location

– Personal health data

• Developers require an encryption layer on their smart
apps

• Users demand a secure method to store and use their
data
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NGSI Encryption

MOTIVATION

Provide a FIWARE service capable to encrypt sensitive
information shared and stored in NGSI format
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NGSI Encryption

APPROACH

A step-by-step GUI to encrypt/decrypt data
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NGSI Encryption

• Tied to available data models
– Weather

– Parking

– Waste Management

– Indicators

• API Form based on REST services
– Implementing a POST method with a predefined structure

– Encrypts attributes in a JSON file

• Anonymization techniques to preserve privacy while
using useful data for statistical analysis
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NGSI Encryption
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NGSI Encryption

• Encryption method

– Base64. Encoding method for representing data using printable
characters

– Reverse. Encryption method based on string manipulation

• Attribute. Each corresponding attribute is listed and can be modified

• Encrypt checkbox. The user can select whether the attribute is
encrypted or not

• Encrypted. Represents the encrypted value of the corresponding
attribute
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NGSI Encryption

JSON generated
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